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Question: 1

Which VPN-1 NGX feature or command allows Security Administrators to revert to earlier
versions of the same Security Policy?

A. Policy Package management
B. cpinfo

C. cpconfig

D. Database Revision Control
E. upgrade_export/import

Answer: D

Question: 2

In SmartView Tracker, you see an entry for an outbound connection showing address translation.
But when setting SmartView Tracker to show all entries for that connection, only outbound entries
show. What is the possible cause for this?

A. The entry is for a Manual Dynamic NAT connection, from a specific host infected by a worm.

B. The entry is for a Manual Static NAT connection, where inbound traffic is managed by a
separate rule.

C. The entry is for a Static NAT connection, from a specific host that has been infected by a
worm.

D. The entry is for a Dynamic NAT connection from a specific host.

Answer: B

Question: 3
Which of the following commands is used to restore VPN-1 NGX configuration information?

A. gunzip

B. cpconfig

C. fw ctl pstat

D. cpinfo

E. upgrade_import

Answer: E

Question: 4
Which OPSEC server is used to prevent users from accessing certain Web sites?

A. CVP
B. DEFENDER
C. URI
D.FTP
E. UFP

Answer: E

Question: 5

Your organization Company.com's security infrastructure separates Security Gateways
geographically. You must request a central license for one remote Security Gateway. How would
you request and apply the license?

A. Request a central license, using the remote Security Gateway's IP address. Apply he license
locally with the fwputlic command.
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B. Request a central license, using the SmartCenter Server's IP address. Apply the license locally
on the remote Gateway with the fwputlic command.

C. Request a central license, using your SmartCenter Server's IP address. Attach the license to
the remote Gateway via SmartUpdate.

D. Request a central license, using the remote Gateway's IP address. Attach the license to the
remote Gateway via SmartUpdate.

E. Request local licenses for all Gateways separately. Apply the license locally on the remote
Gateways with the fwputlic command.

Answer: C

Question: 6
How do you create more granular control over commands, such as CWD and FIND, in FTP data
connections?

A. Use Global Properties > Security Server settings.
B. Use the gateway object's Security Server settings.
C. Use the Service field of the Rule Base.

D. Use an FTP resource object.
E. Use FTP Security Server settings in SmartDefense.

Answer: E

Question: 7
Which of the following is the final step in a VPN-1 NGX backup?

A. Test restoration in a non-production environment, using the upgrade_import command.
B. Move the *.tgz file to another location.

C. Copy the conf directory to another location.

D. Run the upgrade_export command.

E. Run the cpstop command.

Answer: B

Question: 8
Choose the BEST sequence for configuring user management on SmartDashboard, for use with
an LDAP server:

A. Configure a server object for the LDAP Account Unit, enable LDAP in Global Properties, and
create an LDAP server using an OPSEC application.

B. Configure a server object for the LDAP Account Unit, enable LDAP in Global Properties, and
create an LDAP resource object.

C. Enable LDAP in Global Properties, configure a host-node object for the LDAP Server, and
configure a server object for the LDAP Account Unit.

D. Configure a server object for the LDAP Account Unit, and create an LDAP resource object.

E. Configure a workstation object for the LDAP server, configure a server object for the LDAP
Account Unit, and enable LDAP in Global Properties.

Answer: C

Question: 9

You want to create an IKE VPN between two VPN-1 NGX Security Gateways, to protect two
networks. The network behind one Gateway is 10.15.0.0/16, and network 192.168.9.0/24 is
behind the peer's Gateway. Which type of address translation should you use, to ensure the two
networks access each other through the VPN tunnel?

% ( v




Exam Name: Check Point Security Administration NGX

Exam Type: Checkpoint Exam Code: 156-215

Doc Type: Q & A with Explanations Total Questions: 65

A. Hide NAT

B. None

C. Dynamic NAT
D. Static NAT

E. Manual NAT

Answer: B

Question: 10

Yoav is a Security Administrator preparing to implement a VPN solution for his multisite
organization. To comply with industry regulations, Yoav's VPN solution must meet the following
requirement:

* Portability: Standard

* Key management: Automatic, external PKI

* Session keys: Changed at configured times during a connection's lifetime

* Key length: No less that 128-bit

* Data integrity: Secure against inversion and brute-force attacks

What is the most appropriate setting Yoav should choose?

A. IKE VPNs: AES encryption for IKE Phase 1, and DES encryption for Phase 2; SHA1 hash
B. IKE VPNs: SHAL1 encryption for IKE Phase 1, and MD5 encryption for Phase 2; AES hash
C. IKE VPNs: CAST encryption for IKE Phase 1, and SHAL encryption for Phase 2; DES hash
D. IKE VPNs: DES encryption for IKE Phase 1, and 3DES encryption for Phase 2; MD5 hash
E. IKE VPNSs: AES encryption for IKE Phase 1, and AES encryption for Phase 2; SHAL hash

Answer: E

Question: 11
How are cached usernames and passwords cleared from the memory of a VPN-1 NGX Security
Gateway?

A. By pushing new user information from the LDAP server.

B. By retrieving LDAP user information, using the fwfetchldap command.
C. By using the Clear User Cache button in SmartDashboard.

D. Usernames and passwords only clear from memory aftere they time out.
E. By installing Security Policy

Answer: E

Question: 12
Which VPN-1 NGX configuration setting forces the Client Authentication authorization time-out
refresh, each time a new user connection is authorized? Choose ONE.

A. The "Refreshable Timeout" setting, in the Limit tab of the Client Authentication Action
properties screen

B. The Global Properties > Authentication parameters, adjusted to allow for "Regular Client
Refreshment"

C. The SmartDefense > Application Intelligence > Client Authentication > Refresh User Timeout
option enabled

D. The Time object, with hours restricted and renewable, in the Time field of the Client
Authentication rule.

E. The "Time" properties, adjusted on the user objects for each user, in he source of the Client
Authentication rule
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Answer: A

Question: 13

Cody is notified by blacklist.org that his site has been reported as a spam relay, due to his SMTP
Security Server being unprotected. Cody decides to implement an SMTP Security Server, to
prevent the server from being a spam relay. Which of the following is the most efficient
configuration method?

A. Configure the SMTP Security Server to perform filtering, based on IP address and SMTP
protocols.

B. Configure the SMTP Security Server to apply generic "from" address to all outgoing mail.

C. Configure the SMTP Security Server to allow only mail to or from names, within Cody's
corporate domain.

D. Configure the SMTP Security Server to perform MX resolving.

E. Configure the SMTP Security Server to work with an OPSEC based product, for content
checking.

Answer: A

Question: 14
Your internal network’s internal IP address is 10.1.1.0/24. This network needs to connect to the
Internet using the Security Gateway's external (public) IP address. How would you do this?

A. Use Hide NAT on the network object in the 10.1.1.0 network.
B. Use Static Source NAT on the network object.

C. Use Dynamic NAT on network object 10.1.1.0/24.

D. Use Static NAT on the network object in the 10.1.1.0 network.
E. Use Static Destination NAT on the network object.

Answer: A

Question: 15
Jennifer wants to protect internal users from malicious Java code, but she does not want to strip
Java scripts. Which is the BEST configuration option?

A. Use the URI resource to strip script tags
B. Use the URI resource to block Java code
C. Use the URI resource to strip applet tags
D. Use the URI resource to strip ActiveX tags
E. Use CVP in the URI resource to block Java code

Answer: B

Question: 16

You are the Security Administrator for Company.com. Company.com's Security Policy forces
users to authenticate to the Security Gateway explicitly, before they can use any services. You
are also reminded that your Gateway does not allow the Telnet service to itself from any location.
How would you set up the authentication method?

A. With a Client Authentication rule using the manual sign-on method, using HTTP on port 900
B. With a Session Authentication rule

C. With Client Authentication rule for partially automatic sign-on

D. With a Client Authentication for fully automatic sign-on

E. With a User Authentication rule
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Question: 17

When you hide a rule in a Rule Base, how can you disable the rule?

A. Run cpstop and cpstart on the SmartCenter Server, then disable the rule.

B. Open the Rule Menu, and select "hide" and "view hidden rules". The select the rule, right-click
and select Disable.

C. When a rule is hidden, it is automatically disabled. You do not need to disable the rule again.
D. Clear "Hide" on the drop-down list to make the rule visible, then select "Disable Rule(s)".

E. Uninstall the Security Policy, and then disable the rule.

Answer: B

Question: 18

Jeremy manages sites in Tokyo, Calcutta and Dallas, from his office in Chicago. He is trying to
create a report for management, detailing the current software level of each Security Gateway.
He also wants to create a proposal outline, listing the most cost-effective way to upgrade his
Gateways. Which two SmartConsole applications should Jeremy use, to create his report and
outline?

A. SmartView Tracker and SmartView Monitor
B. SmartView Monitor and SmartUpdate

C. SmartDashboard and SmartLSM

D. SmartDashboard and SmartView Tracker
E. SmartLSM and SmartUpdate

Answer: B

Explanation:

SmartLSM is a policy manager for enterprise VPN

configs, not a resource monitor, and has nothing to do with viewing
software versions/levels. Smartview Monitor does that.
http://www.checkpoint.com/products/smartcenter/smartlsm.html
http://www.checkpoint.com/products/downloads/svm_datasheet.pdf

Question: 19
When restoring VPN-1 NGX using the upgrade_import command, which of the following items are
NOT restored?

A. Global properties
B. Objects

C. Route tables

D. Security Policies
E. License

Answer: C

Question: 20

Carol is the Security Administrator for a chain of grocery stores. Each grocery store is protected
by a Security Gateway. Carol is generating a report for the information-technology audit
department. The report must include the name of the Security Policy installed on each remote
Security Gateway, and the date and time the Security Policy was installed. Which SmartConsole
application should Carol use to gather this information?
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